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********************* Start of 1st change *************************
D.3.4.1
Example KMSInit XML

If the security extension is used, it is assumed that before this response is received, the secure element within the KMS and the secure element within the MCPTT key management client have shared a bootstrap TrK, e.g. 'tk.11.user@example.org'.

In this example, the KMS provides the MCPTT user with the KMS root ceriticate and a new TrK to protect future KMS communications. Keys are encrypted and the message is signed using the bootstrap TrK.

EXAMPLE:

<?xml version="1.0" encoding="UTF-8"?>

<SignedKmsResponse xmlns= "urn:3gpp:ns:mcsecKMSSecExt:1.0" xmlns:xsi = "http://www.w3.org/2001/XMLSchema-instance" 

    xmlns:ds = "http://www.w3.org/2000/09/xmldsig#" xmlns:se = "urn:3gpp:ns:mcsecKMSSecExt:1.0" 

    xsi:schemaLocation = "urn:3gpp:ns:mcsecKMSSecExt:1.0 SE_KmsInterface_XMLSchema.xsd" Id = "xmldoc">

<KmsResponse xmlns= "urn:3gpp:ns:mcsecKMSInterface:1.0"  Version = "1.0.0">

<KmsUri>kms.example.org</KmsUri>
  <UserUri>user@example.org</UserUri>

  <Time>2014-01-26T10:05:52</Time>

  <KmsId>KMSProvider12345</KmsId>

  <ClientReqUrl>http://kms.example.org/keymanagement/identity/v1/init</ClientReqUrl>

  <KmsMessage>

    <KmsInit Version = "1.0.0" xsi:type = "se:KmsInitTkType">

      <KmsCertificate Version = "1.1.0" Role = "Root">

        <CertUri>cert1.kms.example.org</CertUri>

        <KmsUri>kms.example.org</KmsUri>

        <Issuer>www.example.org</Issuer>

        <ValidFrom>2000-01-26T00:00:00</ValidFrom>

        <ValidTo>2025-01-26T23:59:59</ValidTo>

        <Revoked>false</Revoked>

        <UserIdFormat>2</UserIdFormat>

        <UserKeyPeriod>2592000</UserKeyPeriod>

        <UserKeyOffset>0</UserKeyOffset>

        <PubEncKey>029A2F</PubEncKey>

        <PubAuthKey>029A2F</PubAuthKey>

        <ParameterSet>1</ParameterSet>

        <KmsDomainList>

          <KmsDomain>sec1.example.org</KmsDomain>

          <KmsDomain>sec2.example.org</KmsDomain>

        </KmsDomainList>

      </KmsCertificate>

      <NewTransportKey xmlns= "urn:3gpp:ns:mcsecKMSInterface:1.0">

            <EncryptedKey xmlns="http://www.w3.org/2001/04/xmlenc#" Type="http://www.w3.org/2001/04/xmlenc#EncryptedKey">

              <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>

              <ds:KeyInfo>

                <ds:KeyName>tk.11.user@example.org</KeyName>

              </ds:KeyInfo>

              <CipherData>

                <CipherValue>DEADBEEF</CipherValue>

              </CipherData>

              <CarriedKeyName>tk.12.user@example.org</CarriedKeyName>

            </EncryptedKey>

          </NewTransportKey>

    </KmsInit>

  </KmsMessage>

</KmsResponse>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

    <SignedInfo>

      <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>

      <SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#hmac-sha256">

        <HMACOutputLength>128</HMACOutputLength>

      </SignatureMethod>

      <Reference URI="#xmldoc">

        <DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>

        <DigestValue>nnnn</DigestValue>

      </Reference>

    </SignedInfo>

    <SignatureValue>DEADBEEF</SignatureValue>

    <KeyInfo>

      <KeyName>tk.11.user@example.org</KeyName>

    </KeyInfo>

  </Signature>

</SignedKmsResponse>

D.3.4.2
Example KMSKeyProv XML

In this example, the MCPTT user's key material is provided for two user identifiers. The key material includes the UserDecryptKey (see IETF RFC 6508 [10]) and the UserSigningKey and PVT (see IETF RFC 6507 [9]) for each identifier.

As the security extension has been used, the key material is encrypted and the message signed using the shared TrK. Additionally, a new TrK is provided as part of the key provision.

EXAMPLE:

<?xml version="1.0" encoding="UTF-8"?>

<SignedKmsResponse xmlns= "urn:3gpp:ns:mcsecKMSSecExt:1.0" xmlns:xsi = "http://www.w3.org/2001/XMLSchema-instance" 

    xmlns:ds = "http://www.w3.org/2000/09/xmldsig#" xmlns:se = "urn:3gpp:ns:mcsecKMSSecExt:1.0" 

    xsi:schemaLocation = "urn:3gpp:ns:mcsecKMSSecExt:1.0 SE_KmsInterface_XMLSchema.xsd" Id = "xmldoc">

<KmsResponse xmlns= "urn:3gpp:ns:mcsecKMSInterface:1.0"  Version = "1.0.0">

  <KmsUri>kms.example.org</KmsUri>

  <UserUri>user@example.org</UserUri>

  <Time>2014-01-26T10:07:14</Time>
  <KmsId>KMSProvider12345</KmsId>

  <ClientReqUrl>http://kms.example.org/keymanagement/identity/v1/keyprov</ClientReqUrl>

  <KmsMessage>

    <KmsKeyProv Version = "1.0.0" xsi:type = "se:KmsKeyProvTkType">

      <KmsKeySet Version = "1.1.0">

        <KmsUri>kms.example.org</KmsUri>

        <CertUri>cert1.kms.example.org</CertUri>

        <Issuer>www.example.org</Issuer>

        <UserUri>user@example.org</UserUri>

        <UserID>0123456789ABCDEF0123456789ABCDEF</UserID>

        <ValidFrom>2015-12-30T00:00:00</ValidFrom>

        <ValidTo>2016-03-29T23:59:59</ValidTo>

        <KeyPeriodNo>1514</KeyPeriodNo>

        <Revoked>false</Revoked>

        <UserDecryptKey xsi:type = "se:EncKeyContentType">

          <EncryptedKey xmlns = "http://www.w3.org/2001/04/xmlenc#">

            <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>

            <ds:KeyInfo>

              <ds:KeyName>tk.12.user@example.org</KeyName>

            </ds:KeyInfo>

            <CipherData>

              <CipherValue>DEADBEEF</CipherValue>

            </CipherData>

          </EncryptedKey>

        </UserDecryptKey>

        <UserSigningKeySSK xsi:type = "se:EncKeyContentType">

          <EncryptedKey xmlns = "http://www.w3.org/2001/04/xmlenc#">

            <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>

            <ds:KeyInfo>

              <ds:KeyName>tk.12.user@example.org</KeyName>

            </ds:KeyInfo>

            <CipherData>

              <CipherValue>DEADBEEF</CipherValue>

            </CipherData>

        </EncryptedKey>

        </UserSigningKeySSK>

        <UserPubTokenPVT xsi:type = "se:EncKeyContentType">

          <EncryptedKey xmlns = "http://www.w3.org/2001/04/xmlenc#">

            <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>

            <ds:KeyInfo>

              <ds:KeyName>tk.12.user@example.org</KeyName>

            </ds:KeyInfo>

            <CipherData>

              <CipherValue>DEADBEEF</CipherValue>

            </CipherData>

          </EncryptedKey>

        </UserPubTokenPVT>

      </KmsKeySet>

      <KmsKeySet Version = "1.1.0">

        <KmsUri>kms.example.org</KmsUri>

        <CertUri>cert1.kms.example.org</CertUri>

        <Issuer>www.example.org</Issuer>

        <UserUri>user.psuedonym@example.org</UserUri>

        <UserID>0011223344556677889900AABBCCDDEEFF</UserID>

        <ValidFrom>2015-12-30T00:00:00</ValidFrom>

        <ValidTo>2016-03-29T23:59:59</ValidTo>

        <ValidTo>2016-03-29T23:59:59</ValidTo>

  <KeyPeriodNo>1514</KeyPeriodNo>

        <Revoked>false</Revoked>

        <UserDecryptKey xsi:type = "se:EncKeyContentType">

          <EncryptedKey xmlns = "http://www.w3.org/2001/04/xmlenc#">

            <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>

            <ds:KeyInfo>

              <ds:KeyName>tk.12.user@example.org</KeyName>

            </ds:KeyInfo>

            <CipherData>

              <CipherValue>DEADBEEF</CipherValue>

            </CipherData>

          </EncryptedKey>

        </UserDecryptKey>

        <UserSigningKeySSK xsi:type = "se:EncKeyContentType">

          <EncryptedKey xmlns = "http://www.w3.org/2001/04/xmlenc#">

            <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>

            <ds:KeyInfo>

              <ds:KeyName>tk.12.user@example.org</KeyName>

            </ds:KeyInfo>

            <CipherData>

              <CipherValue>DEADBEEF</CipherValue>

            </CipherData>

          </EncryptedKey>

        </UserSigningKeySSK>

        <UserPubTokenPVT xsi:type = "se:EncKeyContentType">

          <EncryptedKey xmlns = "http://www.w3.org/2001/04/xmlenc#">

            <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>

            <ds:KeyInfo>

              <ds:KeyName>tk.12.user@example.org</KeyName>

            </ds:KeyInfo>

            <CipherData>

              <CipherValue>DEADBEEF</CipherValue>

            </CipherData>

          </EncryptedKey>

        </UserPubTokenPVT>

      </KmsKeySet>

      <NewTransportKey xmlns= "urn:3gpp:ns:mcsecKMSInterface:1.0">

            <EncryptedKey xmlns="http://www.w3.org/2001/04/xmlenc#" Type="http://www.w3.org/2001/04/xmlenc#EncryptedKey">

              <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>

              <ds:KeyInfo>

                <ds:KeyName>tk.12.user@example.org</KeyName>

              </ds:KeyInfo>

              <CipherData>

                <CipherValue>DEADBEEF</CipherValue>

              </CipherData>

              <CarriedKeyName>tk.13.user@example.org</CarriedKeyName>

            </EncryptedKey>

          </NewTransportKey>

    </KmsKeyProv>

  </KmsMessage>

</KmsResponse>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

    <SignedInfo>

      <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>

      <SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#hmac-sha256">

        <HMACOutputLength>128</HMACOutputLength>

      </SignatureMethod>

      <Reference URI="#xmldoc">

        <DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>

        <DigestValue>nnnn</DigestValue>

      </Reference>

    </SignedInfo>

    <SignatureValue>DEADBEEF</SignatureValue>

    <KeyInfo>

      <KeyName>tk.12.user@example.org</KeyName>

    </KeyInfo>

  </Signature>

</SignedKmsResponse>

D.3.4.3
Example KMSCertCache XML

In this example, a number of 'external' KMS certificates are provided to the MCPTT user. These allow the user to encrypt to users managed by a different KMS.  

As the security extension is in use, the message is signed using the TrK.

EXAMPLE:

<?xml version="1.0" encoding="UTF-8"?>

<SignedKmsResponse xmlns= "urn:3gpp:ns:mcsecKMSSecExt:1.0" xmlns:xsi = "http://www.w3.org/2001/XMLSchema-instance" 

    xmlns:ds = "http://www.w3.org/2000/09/xmldsig#" xmlns:se = "urn:3gpp:ns:mcsecKMSSecExt:1.0" 

    xsi:schemaLocation = "urn:3gpp:ns:mcsecKMSSecExt:1.0 SE_KmsInterface_XMLSchema.xsd" Id = "xmldoc">

<KmsResponse xmlns= "urn:3gpp:ns:mcsecKMSInterface:1.0"  Version = "1.0.0">

  <KmsUri>kms.example.org</KmsUri>

  <UserUri>user@example.org</UserUri>

  <Time>2014-01-26T10:14:12</Time>

  <KmsId>KMSProvider12345</KmsId>
  <ClientReqUrl>http://kms.example.org/keymanagement/identity/v1/certcache</ClientReqUrl>

  <KmsMessage>

    <KmsCertCache Version = "1.0.0">

      <SignedKmsCertificate Id = "cert1">

        <KmsCertificate Version = "1.1.0" Role = "External">

          <CertUri>cert2.kms.example.org</CertUri>

          <KmsUri>kms.example.org</KmsUri>

          <Issuer>www.example.org</Issuer>

          <ValidFrom>2000-01-26T00:00:00</ValidFrom>

          <ValidTo>2100-01-26T23:59:59</ValidTo>

          <Revoked>false</Revoked>

          <UserIdFormat>2</UserIdFormat>

          <UserKeyPeriod>2592000</UserKeyPeriod>

          <UserKeyOffset>0</UserKeyOffset>

          <PubEncKey>029A2F</PubEncKey>

          <PubAuthKey>029A2F</PubAuthKey>

          <ParameterSet>1</ParameterSet>

          <KmsDomainList>

            <KmsDomain>sec3.example.org</KmsDomain>

          </KmsDomainList>

        </KmsCertificate>

        <Signature xmlns = "http://www.w3.org/2000/09/xmldsig#">

          <SignedInfo>

            <CanonicalizationMethod Algorithm = "http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>

            <SignatureMethod Algorithm = "http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha256"/>

            <Reference URI = "#cert1">

              <DigestMethod Algorithm = "http://www.w3.org/2001/04/xmlenc#sha256"/>

              <DigestValue>nnnn</DigestValue>

            </Reference>

          </SignedInfo>

          <SignatureValue>DEADBEEF</SignatureValue>

          <KeyInfo>

            <KeyName>cert1.kms.example.org</KeyName>

          </KeyInfo>

        </Signature>

      </SignedKmsCertificate>

      <SignedKmsCertificate Id = "cert2">

        <KmsCertificate Version = "1.1.0" Role = "External">

          <CertUri>cert1.kms.another.example.org</CertUri>

          <KmsUri>kms.another.example.org</KmsUri>

          <Issuer>www.another.example.org</Issuer>

          <ValidFrom>2000-01-26T00:00:00</ValidFrom>

          <ValidTo>2100-01-26T23:59:59</ValidTo>

          <Revoked>false</Revoked>

          <UserIdFormat>2</UserIdFormat>

          <UserKeyPeriod>604800</UserKeyPeriod>

          <UserKeyOffset>432000</UserKeyOffset>

          <PubEncKey>029A2F</PubEncKey>

          <PubAuthKey>029A2F</PubAuthKey>

          <ParameterSet>1</ParameterSet>

          <KmsDomainList>

            <KmsDomain>another.example.org</KmsDomain>

          </KmsDomainList>

        </KmsCertificate>

        <Signature xmlns = "http://www.w3.org/2000/09/xmldsig#">

          <SignedInfo>

            <CanonicalizationMethod Algorithm = "http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>

            <SignatureMethod Algorithm = "http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha256"/>

            <Reference URI = "#cert2">

              <DigestMethod Algorithm = "http://www.w3.org/2001/04/xmlenc#sha256"/>

              <DigestValue>nnnn</DigestValue>

            </Reference>

          </SignedInfo>

          <SignatureValue>DEADBEEF</SignatureValue>

          <KeyInfo>

            <KeyName>cert1.kms.example.org</KeyName>

          </KeyInfo>

        </Signature>

      </SignedKmsCertificate>

    </KmsCertCache>

  </KmsMessage>

</KmsResponse>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

    <SignedInfo>

      <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>

      <SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#hmac-sha256">

        <HMACOutputLength>128</HMACOutputLength>

      </SignatureMethod>

      <Reference URI="#xmldoc">

        <DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>

        <DigestValue>nnnn</DigestValue>

      </Reference>

    </SignedInfo>

    <SignatureValue>DEADBEEF</SignatureValue>

    <KeyInfo>

      <KeyName>tk.13.user@example.org</KeyName>

    </KeyInfo>

  </Signature>

</SignedKmsResponse>

********************* Start of 2nd change *************************
D.3.5.1
Base XML schema

This clause contains the base XML schema (without the security extension) for KMS responses: 

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema xmlns:xsd = "http://www.w3.org/2001/XMLSchema" xmlns:ds = "http://www.w3.org/2000/09/xmldsig#" xmlns = "urn:3gpp:ns:mcsecKMSInterface:1.0" targetNamespace = "urn:3gpp:ns:mcsecKMSInterface:1.0" elementFormDefault = "qualified" version = "1.0">

  <xsd:import namespace = "http://www.w3.org/2000/09/xmldsig#" schemaLocation = "xmldsig-core-schema.xsd"/>

  <xsd:element type = "KmsResponseType" name = "KmsResponse"/>
  <xsd:complexType name = "KmsResponseType">

    <xsd:sequence>

      <xsd:element type = "xsd:anyURI" name = "KmsUri" maxOccurs = "1"/>

      <xsd:element type = "xsd:anyURI" name = "UserUri" maxOccurs = "1"/>

      <xsd:element type = "xsd:dateTime" name = "Time" maxOccurs = "1"/>

      <xsd:element type = "xsd:string" name = "KmsId" minOccurs = "0" maxOccurs = "1"/>

      <xsd:any namespace = "##other" processContents = "lax" minOccurs = "0" maxOccurs = "unbounded"/>

      <xsd:element type = "xsd:anyURI" name = "ClientReqUrl" maxOccurs = "1"/>

      <xsd:element name = "KmsMessage" maxOccurs = "1" minOccurs = "0">

        <xsd:complexType>

          <xsd:choice maxOccurs = "1" minOccurs = "0">

            <xsd:element type = "KmsInitType" name = "KmsInit"/>

            <xsd:element type = "KmsKeyProvType" name = "KmsKeyProv"/>

            <xsd:element type = "KmsCertCacheType" name = "KmsCertCache"/>

            <xsd:any namespace = "##other" processContents = "lax" minOccurs = "0" maxOccurs = "unbounded"/>

          </xsd:choice>

          <xsd:anyAttribute namespace = "##other" processContents = "lax"/>

        </xsd:complexType>

      </xsd:element>

      <xsd:element type = "ErrorType" name = "KmsError" minOccurs = "0" maxOccurs = "1"/>

      <xsd:any namespace = "##other" processContents = "lax" minOccurs = "0" maxOccurs = "unbounded"/>

    </xsd:sequence>

    <xsd:attribute name = "Id" type = "xsd:string"/>

    <xsd:attribute name = "Version" type = "xsd:string" fixed="1.0.0"/>

    <xsd:anyAttribute namespace = "##other" processContents = "lax"/>

  </xsd:complexType>

  <xsd:complexType name = "ErrorType">

    <xsd:sequence>

      <xsd:element type = "xsd:integer" name = "ErrorCode" maxOccurs = "1"/>

      <xsd:element type = "xsd:string" name = "ErrorMsg" maxOccurs = "1"/>

      <xsd:any namespace = "##other" processContents = "lax" minOccurs = "0" maxOccurs = "unbounded"/>

    </xsd:sequence>

    <xsd:attribute name = "Id" type = "xsd:string"/>

    <xsd:attribute name = "Version" type = "xsd:string"/>

    <xsd:anyAttribute namespace = "##other" processContents = "lax"/>

  </xsd:complexType>

  <xsd:complexType name = "KmsInitType">

    <xsd:sequence>

      <xsd:choice maxOccurs = "1">

        <xsd:element type = "SignedKmsCertificateType" name = "SignedKmsCertificate"/>

        <xsd:element type = "KmsCertificateType" name = "KmsCertificate"/>

      </xsd:choice>

      <xsd:any namespace = "##other" processContents = "lax" minOccurs = "0" maxOccurs = "unbounded"/>

    </xsd:sequence>

    <xsd:attribute name = "Id" type = "xsd:string"/>

    <xsd:attribute name = "Version" type = "xsd:string"/>

    <xsd:anyAttribute namespace = "##other" processContents = "lax"/>

  </xsd:complexType>

  <xsd:complexType name = "KmsKeyProvType">

    <xsd:sequence>

      <xsd:element type = "KmsKeySetType" name = "KmsKeySet" minOccurs = "0" maxOccurs = "unbounded"/>

      <xsd:any namespace = "##other" processContents = "lax" minOccurs = "0" maxOccurs = "unbounded"/>

    </xsd:sequence>

    <xsd:attribute name = "Id" type = "xsd:string"/>

    <xsd:attribute name = "Version" type = "xsd:string" fixed="1.0.0"/>

    <xsd:anyAttribute namespace = "##other" processContents = "lax"/>

  </xsd:complexType>

  <xsd:complexType name = "KmsCertCacheType">

    <xsd:sequence>

      <xsd:choice maxOccurs = "unbounded" minOccurs = "0">

        <xsd:element type = "SignedKmsCertificateType" name = "SignedKmsCertificate"/>

        <xsd:element type = "KmsCertificateType" name = "KmsCertificate"/>

      </xsd:choice>

      <xsd:any namespace = "##other" processContents = "lax" minOccurs = "0" maxOccurs = "unbounded"/>

    </xsd:sequence>

    <xsd:attribute name = "Id" type = "xsd:string"/>

    <xsd:attribute name = "Version" type = "xsd:string" fixed="1.0.0"/>

    <xsd:attribute name = "CacheNum" type = "xsd:integer"/>

    <xsd:anyAttribute namespace = "##other" processContents = "lax"/>

  </xsd:complexType>

  <xsd:element name = "SignedKmsCertificate" type = "SignedKmsCertificateType"/>

  <xsd:complexType name = "SignedKmsCertificateType">

    <xsd:sequence>

      <xsd:element name = "KmsCertificate" type = "KmsCertificateType"/>

      <xsd:element ref = "ds:Signature" minOccurs = "0"/>

    </xsd:sequence>

<xsd:attribute name = "Id" type = "xsd:string"/>

    <xsd:anyAttribute namespace = "##other" processContents = "lax"/>

  </xsd:complexType>

  <xsd:element name = "KmsCertificate" type = "KmsCertificateType"/>

  <xsd:complexType name = "KmsCertificateType">

    <xsd:sequence>

      <xsd:element type = "xsd:anyURI" name = "KmsUri" maxOccurs = "1"/>

      <xsd:element type = "xsd:anyURI" name = "CertUri" maxOccurs = "1" minOccurs = "0"/>

      <xsd:element type = "xsd:string" name = "Issuer" maxOccurs = "1" minOccurs = "0"/>

      <xsd:element type = "xsd:dateTime" name = "ValidFrom" maxOccurs = "1" minOccurs = "0"/>

      <xsd:element type = "xsd:dateTime" name = "ValidTo" maxOccurs = "1" minOccurs = "0"/>

      <xsd:element type = "xsd:boolean" name = "Revoked" maxOccurs = "1" minOccurs = "0"/>

      <xsd:element type = "xsd:string" name = "UserIdFormat" maxOccurs = "1"/>

      <xsd:element type = "xsd:integer" name = "UserKeyPeriod" maxOccurs = "1"/>

      <xsd:element type = "xsd:integer" name = "UserKeyOffset" maxOccurs = "1"/>

      <xsd:element type = "xsd:hexBinary" name = "PubEncKey" maxOccurs = "1"/>

      <xsd:element type = "xsd:hexBinary" name = "PubAuthKey" maxOccurs = "1"/>

      <xsd:element type = "xsd:integer" name = "ParameterSet" maxOccurs = "1" minOccurs = "0"/>

      <xsd:element name = "KmsDomainList" maxOccurs = "1" minOccurs = "0">

        <xsd:complexType>

          <xsd:sequence>

            <xsd:element type = "xsd:anyURI" name = "KmsDomain" maxOccurs = "unbounded"/>

          </xsd:sequence>

        </xsd:complexType>

      </xsd:element>

      <xsd:any namespace = "##other" processContents = "lax" minOccurs = "0" maxOccurs = "unbounded"/>

    </xsd:sequence>

    <xsd:attribute name = "Id" type = "xsd:string"/>

    <xsd:attribute name = "Version" type = "xsd:string" fixed="1.1.0"/>

    <xsd:attribute name = "Role" type = "RoleType"/>

    <xsd:anyAttribute namespace = "##other" processContents = "lax"/>

  </xsd:complexType>

  <xsd:simpleType name = "RoleType">

    <xsd:restriction base = "xsd:string">

      <xsd:enumeration value = "Root"/>

      <xsd:enumeration value = "External"/>

    </xsd:restriction>

  </xsd:simpleType>

  <xsd:element name = "KmsKeySet" type = "KmsKeySetType"/>

  <xsd:complexType name = "KmsKeySetType">

    <xsd:sequence>

      <xsd:element type = "xsd:anyURI" name = "KmsUri" maxOccurs = "1"/>

      <xsd:element type = "xsd:anyURI" name = "CertUri" maxOccurs = "1" minOccurs = "0"/>

      <xsd:element type = "xsd:string" name = "Issuer" maxOccurs = "1" minOccurs = "0"/>

      <xsd:element type = "xsd:anyURI" name = "UserUri" maxOccurs = "1"/>

      <xsd:element type = "xsd:string" name = "UserID" maxOccurs = "1"/>

      <xsd:element type = "xsd:dateTime" name = "ValidFrom" maxOccurs = "1" minOccurs = "0"/>

      <xsd:element type = "xsd:dateTime" name = "ValidTo" maxOccurs = "1" minOccurs = "0"/>

      <xsd:element type = "xsd:integer" name = "KeyPeriodNo" maxOccurs = "1"/>

      <xsd:element type = "xsd:boolean" name = "Revoked" maxOccurs = "1" minOccurs = "0"/>

      <xsd:element ref = "UserDecryptKey" maxOccurs = "1"/>

      <xsd:element ref = "UserSigningKeySSK" maxOccurs = "1"/>

      <xsd:element ref = "UserPubTokenPVT" maxOccurs = "1"/>

    </xsd:sequence>

    <xsd:attribute name = "Id" type = "xsd:string"/>

    <xsd:attribute name = "Version" type = "xsd:string" fixed = "1.1.0"/>

    <xsd:anyAttribute namespace = "##other" processContents = "lax"/>

  </xsd:complexType>

  <xsd:element type = "KeyContentType" name = "UserDecryptKey"/>

  <xsd:element type = "KeyContentType" name = "UserSigningKeySSK"/>

  <xsd:element type = "KeyContentType" name = "UserPubTokenPVT"/>
<xsd:complexType name = "KeyContentType">

    <xsd:simpleContent>

      <xsd:extension base="xsd:hexBinary">

      </xsd:extension>

    </xsd:simpleContent>

  </xsd:complexType>

</xsd:schema>

D.3.5.2
Security Extension to KMS response XML schema

This clause contains the security extension to the base XML schema.

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema xmlns:xsd = "http://www.w3.org/2001/XMLSchema" xmlns:ds = "http://www.w3.org/2000/09/xmldsig#"  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

xmlns:ikms = "urn:3gpp:ns:mcsecKMSInterface:1.0" xmlns = "urn:3gpp:ns:mcsecKMSSecExt:1.0" targetNamespace = "urn:3gpp:ns:mcsecKMSSecExt:1.0" elementFormDefault = "qualified" version = "1.0">

  <xsd:import namespace = "http://www.w3.org/2000/09/xmldsig#" schemaLocation = "xmldsig-core-schema.xsd"/>

    <xsd:import namespace="http://www.w3.org/2001/04/xmlenc#" schemaLocation="xenc-schema.xsd"/>

    <xsd:import namespace="urn:3gpp:ns:mcsecKMSInterface:1.0" schemaLocation="KmsInterface_XMLSchema.xsd"/>
<xsd:element type="EncKeyContentType" name="NewTransportKey"/>

<xsd:element type = "SignedKmsResponseType" name = "SignedKmsResponse"/>

<xsd:element name="SignedKmsRequest" type="SignedKmsRequestType"/>

<xsd:complexType name="EncKeyContentType">

  <xsd:complexContent>

    <xsd:restriction base="ikms:KeyContentType">

      <xsd:sequence>

      <xsd:element ref="xenc:EncryptedKey" maxOccurs="1" minOccurs="1"/>

    </xsd:sequence>

    </xsd:restriction>

  </xsd:complexContent>

</xsd:complexType>
<!-- elements defined to enable substitution group -->

<xsd:element type = "KeyContentType" name = "EncUserDecryptKey"
substitutionGroup= "ikms:UserDecryptKey"/>
<xsd:element type = "KeyContentType" name = "EncUserSigningKeySSK"
substitutionGroup= "ikms:UserSigningKeySSK"/>
<xsd:element type = "KeyContentType" name = "EncUserPubTokenPVT"

substitutionGroup= "ikms:UserPubTokenPVT"/>
<xsd:complexType name = "SignedKmsResponseType">

    <xsd:sequence>

      <xsd:element ref = "ikms:KmsResponse"/>

      <xsd:element ref = "ds:Signature" minOccurs = "0"/>

    </xsd:sequence>
    <xsd:attribute name="Id" type="xsd:string"/>

    <xsd:anyAttribute namespace = "##other" processContents = "lax"/>

  </xsd:complexType>

<xsd:complexType name="KmsInitTkType">

  <xsd:complexContent>

    <xsd:restriction base="ikms:KmsInitType">

      <xsd:sequence>

      <xsd:choice maxOccurs = "1">

        <xsd:element ref = "ikms:SignedKmsCertificate"/>

        <xsd:element ref = "ikms:KmsCertificate"/>

      </xsd:choice>

      <xsd:element type="EncKeyContentType" name="NewTransportKey" maxOccurs="1"/>

      <!-- Can extend in another namespace - for more types of communication-->

      <xsd:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xsd:sequence>

    </xsd:restriction>

  </xsd:complexContent>

</xsd:complexType>

  <xsd:complexType name = "KmsKeyProvTkType">

    <xsd:complexContent>

    <xsd:restriction base="ikms:KmsKeyProvType">

    <xsd:sequence>

      <xsd:element ref = "ikms:KmsKeySet" minOccurs="0" maxOccurs="unbounded"/>

      <xsd:element type="EncKeyContentType" name="NewTransportKey" minOccurs="0" maxOccurs="unbounded"/>

      <!-- Can extend in another namespace - for more types of communication-->

      <xsd:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xsd:sequence>

    </xsd:restriction>

  </xsd:complexContent>

  </xsd:complexType>

  <xsd:complexType name="SignedKmsRequestType">

    <xsd:sequence>

      <xsd:element name="KmsRequest" type="KmsRequestType"/>

      <xsd:element ref="ds:Signature"/>

    </xsd:sequence>
    <xsd:attribute name="Id" type="xsd:string"/>
    <xsd:anyAttribute namespace = "##other" processContents = "lax"/>

  </xsd:complexType>

<xsd:complexType name = "KmsRequestType">

          <xsd:sequence>

            <xsd:element type="xsd:anyURI" name="UserUri" maxOccurs="1"/>

            <xsd:element type="xsd:anyURI" name="KmsUri" maxOccurs="1"/>

            <xsd:element type="xsd:dateTime" name="Time" maxOccurs="1"/>

            <xsd:element type="xsd:string" name="ClientId" minOccurs="0" maxOccurs="1"/>

            <xsd:element type="xsd:string" name="DeviceId" minOccurs="0" maxOccurs="1"/>

            <xsd:element type="xsd:anyURI" name="ClientReqUrl" maxOccurs="1"/>

            <xsd:element type="ikms:ErrorType" name="ClientError" minOccurs="0" maxOccurs="1"/>

             <!-- Can extend in another namespace - for more types of communication-->

            <xsd:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

          </xsd:sequence>

          <xsd:attribute name="Id" type="xsd:string"/>

          <xsd:attribute name="Version" type="xsd:string" fixed="1.0.0"/>

          <xsd:anyAttribute namespace="##other" processContents="lax"/>

        </xsd:complexType>

</xsd:schema>

